
Ensuring Your Security Team or MSSP are Effectively Addressing the Recent 
Log4J - the Foundational Apache Open-Source Code Defect 
  
Business Impact:  Data and Systems Will be Breached: 

1. Any company or organization that bought software running Java or hired third 
parties to build applications using Java must go through their application 
inventories to determine where vulnerable versions of Log4j are in place and 
patch these systems immediately 

2. Major technology leaders and software developers, including AWS, Microsoft, 
Cisco, Google Cloud, IBM, and many others, have been affected. 
(https://www.bleepingcomputer.com/news/security/log4j-list-of-vulnerable-
products-and-vendor-advisories/) 

3. Enterprises that do Java development for web applications are at risk when Log4j 
was used in applications or services 

4. Third-party vendors and suppliers are likely vulnerable to exploitation requiring 
companies to also identify and mitigate potential third-party risks. 

 
Brief Background:  

1. Log4Shell (named) defect was discovered on 24 November 2021 by the Alibaba 
Cloud security team, who reported the Apache Log4j2 remote code execution 
vulnerability to Apache. It is an open-source software logging tool offered by 
Apache and is widely used by Java developers globally to record log information. 

2. CVE's 2021-44228 and 2021-45046 identifies Log4Shell as a remote code 
execution exploit enabling anyone/any criminal to load malicious software onto 
a web server (https://nvd.nist.gov/vuln/detail/CVE-2021-44228 and 
https://nvd.nist.gov/vuln/detail/CVE-2021-45046) 

3. Hackers have been exploiting this vulnerability since the first of December, 
according to Cloudflare & Cisco, deploying ransomware, stealing credentials, and 
other various scanning and exploitation activities, according to Microsoft 
(https://www.microsoft.com/security/blog/2021/12/11/guidance-for-
preventing-detecting-and-hunting-for-cve-2021-44228-log4j-2-
exploitation/#ransomware-update) log4 

4. The patch for Log4j version 2.17.0 was released by Apache and is available here 
(https://logging.apache.org/log4j/2.x/download.html)  

  
Key Corrective Actions:   
 
Investigate - Identify any application, including those from third-party vendors or suppliers, 
that uses Java and check for Log4J. 

1. Find a list of known major applications and systems that use JAVA/Log4J here 
(https://github.com/cisagov/log4j-affected-db)  
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2. Review the IT assets you have and determine which use Java, and determine if 
Log4j is in use within the enterprise at https://github.com/rjb4standards/REA-
Products/tree/master/Log4jUseCase 

3. Determine if you have an SBOM (software bill of materials) for software 
applications running from external sources, including vendors, suppliers, clients. 
 

Prioritize - Push the patch out to vulnerable systems and don’t wait to test the patch with 
brittle applications. 

1. Prioritize critical systems, network-facing, and network servers. 
2. For less critical systems, implement patching, or if unable to patch, CIS 

recommends uninstalling or disabling Log4J until patching is implemented 
3. If you are unable to fully update products that rely on Log4j due to those 

products being maintained by a third party, reach out to your third-party 
contacts as soon as possible to get updated guidance. They may have released 
updates without notification.  

 
Validate - Engage with application managers and third-party suppliers to validate which patches 
have been implemented. We are using a public data set for validation, and it is regularly being 
updated. https://blackkite.com/log4j-rce-vulnerability-log4shell-puts-millions-at-
risk/?utm_campaign=Weekly%20Blog&utm_content=190884166&utm_medium=social&utm_source=lin
kedin&hss_channel=lcp-10326152 

1. Ensure all vendor patches are implemented and that applications are monitored 
2. Review security data and logs for indications your network could have been 

exploited  
3. Continue to track for any additional information on Log4J associated 

vulnerabilities.   
  
Moving Forward: 
1. This is a software supply chain compromise, similar to Heartbleed, and the root cause is a 

software defect that is being exploited by threat actors.  
2. Implementing a methodology for using a software bill of materials (SBOM) is very helpful for 

these types of challenges. 
3. Having an accurate software inventory of your third party provided software to understand 

if Java and Log4j is in use helps reduce the time to patch. 
4. Platforms to manage internal SBOMs, contractor SBOMs and third-party software vendors 

and assets effectively will help address this incident. 
5. Having the ability to scale critical patch management processes for an enterprise pays 

dividends in incident response for software vulnerabilities with a large blast radius.  
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For more information on SBOMs and incident management, contact info@ionchannel.io 
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